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Abstract

Information Security is considered to be an inextricable part of companies’ expenditures and there are defined amounts
that are invested for its accomplishment, although it is really difficult to determine the best Security Solution. The
substantive problem of information security risk is value proportion of information properties or assets. Risk analysis
can be approached from two evaluation models: the qualitative and the quantitative. Quantitative analysis refers to the
use of numeric calculations and statistical techniques. Qualitative analysis describes methods that consider loss in a
subjective form. Without measurement and metrics of information security we will not be able to estimate and process
Information Security Strategies. The aims of this paper are to gain an understanding of Quantitative and Qualitative
analysis and furthermore to both evaluate and improve the use of those methods.
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1. Introduction to Security Process

As the world becomes more connected and an increasing amount of business is transacted electronically the
computer and information security will continue to grow in importance (see Johnston et al. 2003). But before
we step forward to the concept and means of security we need to understand that the most important
characteristic of an object transacted electronically is its value. And that is because for failures to have
consequences, electronic assets must have value. As Gaines and Shapiro (1978) designates, value to the
potential violator may result from possession of the object (knowledge of the information), or because the
violator can use the object. Value may be quantifiable, generally in monetary terms, or it may be determined
subjectively and thus be difficult to quantify.

Security is an intricate property that is achieved by a combination of sufficiently strong cryptographic
algorithms and protocols, correct implementation of hardware and software, and appropriate assumptions
about trusted authorities (see Older and Chin, 2002). Security is a constant process that is strongly related to
today’s society evolution and not a solution (see Sandrini, 2003). Security properties describe the ability of
principals to access information or resources. Key security properties include (see Peltier 2005;.Suh and Han
2003):

. privacy or confidentiality: setting principal which information are and can be revealed to authorised
people

. integrity: detection of whether the data has not been altered, manipulated or corrupted by
unauthorized parties;

. authentication: providence of the identity of a principal or the source of information;

. access control: restricting or controlling the actions of a person or entity, based upon its identity

. non-repudiation: preventing person or entity from denying their actions;

. availability of service: guaranteeing authorized persons or entities to have continuously and

uninterrupted access to services.
Canavan (2001) looks security as a trinity (figure 1) consisting of:
. Prevention — foundation, preventative measures over detection and response
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. Detection — once measures implemented, procedures need to be placed in order to detect potential
problems
. Response — identifies the appropriate response to a security breach

The security trinity

The determination of security requirements for a given system, and the selection of appropriate security
mechanisms (including security policy) are a part of the risk management activity. The basic steps are value
and criticality analysis, vulnerability analysis, threat identification, risk analysis, risk assessment, security
safeguards selection and implementation, development of contingency plans, and effectiveness reviews (see
Turn, 1999). The better the risk model, the better the security decisions that can be made using its forecasts
(see Schechter, 2004). The only thing that security policy specifies (figure 2) is what should be protected, but
does not impose any measures. In simply words policy necessitate certain process on who (person or entity)
has specific permission and what he can do with information. From the moment the security policy has been
employed the sequential stage is to enforce it (see Decker, 1998).

Detection Resnonse

SECURITY

Prevention

Figure 1. The security trinity

Security policy and risk

An asset is defined as any element of an information system that possess a value (see Loukis and Spinellis,
2001). It includes tangible (software, hardware, personnel) and intangible assets (plans, organization,
external factors, technical factors). In risk process an object is called asset when there is an effect in objects
value when risk emerges. A threat is defined as any possible harm to the system, including network failures
and natural disasters. Vulnerability is a weak point where the system security is susceptible to attack (see
Myerson, 1997; and Spinellis et al., 1999). Threats need to exploit certain vulnerability in order to cause a
security incident. Therefore, threats, vulnerabilities, and impacts should be combined together to provide a
measure of the risk. This is given in figure 3.
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Figure 2. Security policy and risk

The process of risk

By Security Architecture we mean the consideration of how a company's systems (in the widest sense)
should be designed to ensure that the company meets its security objectives (see Wright, 2001). A security
Infrastructure is the practical realization of a security Architecture in a tangible and usable form. A security
objective is the contribution to security that a system or a product is intended to achieve (see Rohrig and
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Knorr, 2004). The term security objective must not be confused with security services that are defined as “a
processing or communication service that is provided by a system to give a specific kind of protection to
system resources” or — with more emphasis on communication in as “a service, provided by a layer of
communicating open systems, which ensures adequate security of the system or of data transfer” (see
Abrams et al., 1995). Therefore, security objectives are the goals that are to be achieved, while security
services are means to achieve these goals.

We can picture this in the following ideogram as:
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Figure. 3.The process of risk

Implementing Security

Analyzing the security sceptic — logic we conclude in:

Identification of the system and its components

Identification of the system assets and their value to the system

Security objectives for the assets

The threats and vulnerabilities the assets face of will face

Valuation (financial) of security process through risk management

Design and establishment of security principals applicable to the organization system

A e

Analyzing potential risk threats and trust manners

Examining security implementation

Determining e-security framework

Figure. 4. Implementing Security
2. Risk Concept

Every human endeavour involves risk (see Chapman, 1998). The majority of people, think that risk
constitutes something negative or bad. But Labuschagne and Eloff (2000), shows that we need to think of
risk as mere opportunities, and the reason is that in most business environments, the number or size of the
risks taken usually is equal to the number or size of the advantages to be gained. The reverse is also true.
Risk has been studied from many perspectives. Kumar, (2002) studied risk in a detailed theoretical analysis
of the anatomy of risk and risk and uncertainty in the context of the value of information.
Risk (R) in the simplest form is the product between event probability P(E) and the possible damage, mostly
described as an Impact (I) (see Béhmer, 2006).
R(E)=P(E)eI(E) (2.1)

Where R(E) = risk of an event, E = Event, P = Probability and I = Impact.
The scope is to replace risk with acceptable risk as Jackson and Al-Hamdani (2008) formulate:

Security Investment < Acceptable Risk > 0 (2.2)
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3. Implementing Risk Evaluation methods (measurement)

Over the last five years there is a tremendous interest to implement - apply economic analysis to information
security issues (see Anderson and Moore 2006; Lawrence and Loeb 2002; Huang et al. 2008; Campbell et al.
2003). And that is due to demand to define risk quantitatively so that information security can be addressed
in a consistent, predictive and repeatable way (see Drake, 2004; Munteanu 2006; Shah and Murtaza 2006).
Furthermore economic analysis often explains security failure better from technical analysis.

Measurement of risk of an organisation can be conducted by two different measurements, Quantitative or
Qualitative (see Bornman, and Labuschagne, 2004). We use those measurement methods in order in one
hand to understand and evaluate, problems and in the other to predict and improve processes, products and
strategies.

Quantitative risk analysis or Quantitative measures is a mathematical approach to assign numerical value in
order to measure the amount of damage dome to an asset. Asset(s) values are expressed in monetary terms
and threat(s) frequency in annualized expressions that represent actual expected frequency (e.g., 1/10 for
once in 10 years, or 50/1 for 50 times per year) (see Ozier, 2003; McAfee, 2006).

Qualitative risk analysis or measure is the simplest form of relative value assigned to a risk, for estimating
potential loss using subjective measurement such ordinal ranking (low risk or value, medium risk or value,
and high risk or value) in a risk-to-value matrix. As everything there is positive and negative side. So looking
qualitative versus quantitative we have the following tables:

Qualitative — Pros Qualitative — Cons
Calculations are simple Process and metrics are subjective
No need to assign monetary value or threat | No value calculation

frequency

Cost of risk does not need to estimate threat and | No basis is provided for cost/benefit analysis
measures

Not objective way to management risk and analyze
impact

Table 1. Qualitative Pros & Cons

Quantitative — Pros Quantitative — Cons

Value of information in monetary terms is objective | Calculations are complex

Return on Investment on Security implementation | A great amount of information must be gathered
can be measured

Risk management can be evaluated Common Standards lack for risk/threat.

Table 2. Quantitative Pros & Cons

4. Establishing Quantitative Risk analysis

Information security management is closely related with financial decision making. The question whether we
need more security (certain products), has turned to how much should we spend for added security. But
spending more doesn’t necessary means that we are more secure. It is true that good security costs a lot to
implement (see Schneier, 2004) while on the other hand, the cost of actually detecting and responding to
problems and security breaches is not as high (see Lampson, 2004).

The fact that security technology is advancing at a tremendous speed but the problem still remains indicates
that the key solution to the problem is not with technology but with how people implement security
technology (see Tabba, 2005).

This sceptic leads us to the reality that we need to educate people to risk management model that reducing
cost without increasing risk

Information security investments concerning well established technologies such as firewalls and anti-virus
software is easier because the economics of these technologies are already well understood. The problem
emerges from new investments where the results are far less tangible (see Taylor, 2002). Specific,
information security managers are confronted with great difficulties evaluating and justifying security
technology investments because the technology benefits are difficult to estimate and these benefits depend
on attack(s) frequency expectation, damage occurrence and effectiveness of security technology to mitigate
the damage(s) from an attack(s) (Butler, 2002).
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The first simple method is estimation of Annualized Loss Expectancy (ALE) (see Lin et al., 2007; Bistarelli
et al., 2006 and Beachboard et al. 2008). We need to calculate:

Asset Valuation (AV): The process that distributes every information financial value.

Exposure Factor (EF): Is expressed within a range from 0 to 100 percent that an asset's value will be
destroyed by risk.

Single Loss Expectancy (SLE): Is the calculation of expected monetary loss every time a risk occurs. The
Single Loss Expectancy, Asset Value(AV), and exposure factor(EF) are related by the formula:

SLE = asset value (AV) x exposure factor (EF) / SLE = AV * EF 4.1)

Next we find Annualized Rate of Occurrence (ARQ): The probability that a risk will occur in a particular
year.

Annualized Loss Expectancy (ALE): is the annually expected monetary loss that can be expected for an
asset due to a risk. It is determined by the two input values: the cost of the damage and the probability that
the loss will occur. it is calculated as:

ALE =SLE * ARO (4.2)

The second formula is Return On Investment. ROI as it names indicates simply defines how much will be
received for what I have spent (Lucas, 2005). By spending we mean things such as equipment (Firewalls,
Antivirus, etc), administration (Per hour cost of all security activities) etc. So ROSI, acronym of Return on
Security Investment, as defined by (Davis, 2005) measures how much security investment reduces the risk.
The calculation of the financial return from an investment in security is based on the financial benefits and
costs of that investment. (Sonnenreich et al., 2006) calculated ROI, as the cost of a purchase is weighed
against the expected returns over the life of the item (1).

Expected Returns - Cost of Investment
ROI =

Cost of Investment
(4.3)

4.1. Example

A simplified example of an ALE calculation that describes the above approach is to multiply the cost of a
potential exposure, times the likelihood that it will occur. In a case that we have a server that costs (has an
asset value of) 20000 €, an Antivirus 1500 € and Infrastructure 1000000 € we can produce the following
results (table 3).

Asset Asset Value Threat EF SLE ARO ALE
Server 20000 € Failure 100% 20000 € 0.35 7000 €
Antivirus 1500 € Virus 20% 300 € 0.51 153 €
Infrastructure 1000000 € Fire 40% 400000 € 0.07 28000 €

Table 3. Example of cost implementation

5. Concluding remarks

The goal of security is to protect the distributed information, in Information Systems and Networks from any
source and type of threat. The study of the literature impose that approaches for measurement of Information
Security are relied on the measurement and analysis of risk. The cost of Information Security however, can’t
be calculated with precise as the information and substructures have subjective value and perception. The
question that arises is twofold. Firstly when the information or system is considered secure and secondly
what is its price for it. The higher price-cost doesn’t mean that we have the higher level of security.

We proposed the risk analysis methodology that should be followed, also tried to investigate, if the adoption
of security countermeasures constitutes operational cost, or value-added cost. This paper presented our
results and introduced our approach to demonstrate that investments in Information Security can be
measured (Qualitative and Quantitative) and analyzed with certain methods.
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